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Online Credit Inquiry Flowchart

Inquiry
received from
customer on
front-end
system

Y
Inquiry format Rien?i?r?e
verified i
(CRCPU004.bin) Configuration
d File

Execute the search

Run the following (if applicable)

Hawk

Hawk Retro
Hawk Counter
Scoring Module

CPUCPU2.xlib (ff2.xlib)

= Determines the format

=  Checks the format syntax

= Checks permissions

. Formats the inquiry for use
by the search function.

Search will
return a
Database ID
and Filename

-

Y

Clean, fix and
verify address
information.
(cpcaddr. xlib)

Enrichments
loaded to file in
CRDATA.
(crrapr40.bin)

Inquiry is written to
inquiry set in CRDATA.

database

Figure 1 - Online Credit Inquiry Process Flow

WKData

End
A
A
CPUCPU2.xlib Credit Inquiry
Create the Credit report sent to
Report customer.

All enrichment data is
loaded to WKData.
If the file is a no-hit new
file numbers are
assigned.

Post the events
to accounting.

4

database

05/13/2001

Post enrichment
data to
enrich.database

(cpuenric.bin)




TRANS UNION Hamilton Data Centre

What is an Online Credit Inquiry?

The online credit inquiry process allows customers to dial-up and transmit a credit
inquiry request to the Trans Union Data Centre. These requests are then forwarded to
the HP mainframe for processing.

Once the inquiry is processed, a Credit Inquiry report containing the applicable credit is
appended to the inquiry request and returned to the customer.

The Credit Inquiry report contains information obtained from credit grantors, courts
and collection agencies regarding the historical use of credit by a consumer. This
information is helpful to the customer in determining the risk involved in granting new
credit to the consumer.

The information contained in the Credit Inquiry report consists of the following:

Indicative Information (ARPT): The credit file contains name and address
information, and may contain previous address, SIN, date of birth, telephone
number, employment and spousal information. This information can be used to
verify the information given by the applicant.

Hawk Messages: The Hawk message is the result of an optional, automated
search of Trans Union’s Hawk (fraud) database. Hawk compares the input address,
SIN and phone number to the entries in its database, and flags the report if there is
a match. See the "Hawk Modules Guide” for a more detailed information.

Retro Hawk: Returns Hawk Hit codes to members. These codes are returned
when misused data elements are added to the Hawk database after they have made
their inquiry. See the “Retro-Hawk Module Guide” for more detailed information.

Trans Alert Messages: Trans Alert looks for differences between the indicative
information contained in the inquiry and that contained in the credit file. 1t will
automatically flag address mismatches, SIN mismatches and will look for SIN’s
which are outside the range of issued numbers. Trans Alert also counts the number
of inquiries in the past 60 days to determine if the consumer has made a large
number of recent attempts to obtain credit..

Scoring: A scoring algorithm may be optionally selected to assess the credit report
information on the basis of statistically significant variables. The result of the
assessment is returned as a numerical score. See the “Scoring Module Guide” for a
more detailed description.
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Owning Bureau: The name of the bureau responsible for obtaining and
maintaining the information on the credit report, and who is responsible for
consumer disclosure. The address and phone number indicates who the consumers
may contact for a disclosure of their file. This information is useful in the
preparation of a declination letter.

Alias: Alias is another name used by the consumer. This information may be useful
in helping to identify a particular consumer.

Consumer Statement: This is information that the consumer requested be placed
in his/her credit report. This information allows the consumer the opportunity to
provide information that may not otherwise be shown on the credit bureau report.

Miscellaneous Information: This is information placed on the consumer’s file that
does not fit into another data type. This information is entered by a bureau.

Registered Item/Chattel: Secured loan-debtors obligation by a pledge of specific
collateral.

Bankruptcy Information: A state of insolvency, or the inability to pay debts as
they come due.

Legal Items: Unpaid debts processed through the courts.

Collections: This is information obtained from collection agencies relating to
accounts they are trying to collect on from the consumer.

Trade: This is historical information obtained from credit grantors that reflects the
past performance of the consumer with that grantor . This information is useful in
determining the risk of granting new credit to the consumer.

Inquiry: This information identifies who has requested a copy of the credit bureau
file from Trans Union for the consumer within the last two years. It is an indication
of how actively the consumer seeks new credit.

Look Up Phone Number: This provides the decode of the phone number of the
credit grantors who provided the information used in the credit report, or
requested copies of the credit report.
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Methods Available for Transmitting Credit Inquiries

Customers can transmit online credit inquiries using any of the following protocols:
Asynchronous Protocol
APPC Protocol (LU 6.2 PU Type 1)
SNA Interactive Mainframe Facility (SNA IMF) Protocol
X.25 Packet Switching Protocol
TCP/IP Protocol

A description of each of the above protocol is shown in the section that follows.

Asynchronous Protocol

Credit inquiries are transmitted from the customer’s computer to the Trans Union Data
Centre using either a dial-up or dedicated lease line.

Dial Up Requirements:
Modem: Bell 212a Compatible/V.22
Transmission Rates: 300/1200/2400 bps
Circuit: Dial Network

All asynchronous ports at Trans Union’s site will support both remote terminal (TTY)
and system-to-system operations (ARPT). See the “TTY Online Credit Inquiry Guide”
for more detailed information.

Access begins with the customer transmitting a carriage return (CR) to the host. When
the carriage return is received by the host, the following line will be transmitted to the
customer:

Pl ease enter your Qperator Nunber followed by 3 spaces >

The customer can then choose to transmit via TTY by responding with a valid operator
number, or ARPT by selecting ARPT (CR), ARPT 1200 (CR) or ARPT 2400 (CR).
When the ARPT has been activated, the host will acknowledge by transmitting OK.
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Dedicated Lease Line Requirements
Modem: Bell 212a Compatible/V.22
Transmission Rates: 300/1200/2400 bps
Circuit: Dial Network

The diagram below outlines the credit inquiry flow when using the Asynchronous

Protocol.
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Figure 2 - Transmitting using Asynchronous Protocol
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APPC Protocol (LU 6.2 PU Type 11)

This method is similar to Asynchronous Protocol in that all credit inquiry requests are
transmitted from the customers computer to the Trans Union Data Centre.

The APPC (Advanced Program to Program Communications) is an SNA environment
in which the customer’s computer will communicate with a terminal (PU Type 1) at the
Trans Union Data Centre. See diagram below.

In order to allow communications between the Trans Union Data Centre and the
customer’s computer, the line, physical unit (PU) and logical units (LU) must be defined
in the customer’s Network Control Program (NCP).

Trans Union permits up to 4 LUs with each LU capable of supporting a single session.
Each session allows for transmission of bureau inquiries and receipt of responses
(reports or error messages).

Note: The APPC protocol can only be used with a dedicated lease line.
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Figure 3 - Transmitting using APPC Protocol (LU 8.2 - Type II) m Iﬁ
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SNA Interactive Mainframe Facility (SNA IMF)

The Interactive Mainframe Facility (IMF) allows for terminal to terminal
communications between an IBM host computer and an HP 3000 mainframe in an
SNA network. The environment supported is PU Type I1.

The diagram below shows the credit inquiry flow using the SNA Interactive Mainframe
Facility Protocol (SNA IMF).
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Figure 4 - Transmitting using Interactive Mainframe Facility
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X.25 Packet Switching

The preferred method of initiating a x.25 packet switching connection is from the
customer end. All connections are switched virtual connections (SVC's); permanent
virtual connections are not recommended

Currently, the Data Centre provides 19.2 access to the Canadian DATAPAC PSDN
system with 64 SVC’s defined. Since DATAPAC functions as a protocol converter, the
customer can use whatever communication protocol is supported by DATAPAC.

The diagram below shows the credit inquiry flow using the X.25 Packet Switching

Protocol.
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TCP/IP Protocol

To ensure a consistent level of performance, it is recommended that a leased line be
used to provide the TCP/IP connection to Trans Union Canada data centre.

As indicated by the diagram below, the modems at the customers end of the line are
connected to routers supplied by the customer. An IP address and service number (test
and production) are assigned to each customer.

Each credit inquiry request must be preceded by a 4-byte binary value indicating the
length of the data to follow. The bytes of this value must be in network order.

To ensure that this value is transmitted correctly, Trans Union recommends using the
standard socket function htonl to create this value. The response to the customer will also
be preceded by a 4-byte binary indicating the length of the data to be returned. This
value is also in network order. Use the socket function ntohl to interpret this value
correctly.

e
J g Trans Union

Vs :
C e Site
Roidar
3 A 3
Gl Leased Lin o using TER® Ll
pracera 1
—
[—
Roefior

Customer Site

L]
Flgure 8 - Tranamitting uzing TCPAP Pratocol m m

“HP30 HPuRe

05/13/2001 13




TRANS UNION Hamilton Data Centre

How Does the Online Credit Inquiry Process Work?

The instructions that follow outline the steps involved in processing an online credit
inquiry through the Data Centre. For an overview of the process, see the flowchart on
page 5.

Step 1 — Verify the Inquiry Format (CRCPUOO04. bin)

14

When a credit inquiry is received in the Data Centre, it is passed to the CRCPUQ04.bin
program. This program runs the setup configuration file and determines whether or not
the inquiry has been formatted to one of the following standards:

ARPT
Release 4
Old Hamilton
Parameter
run crcpu004. bi n; i nfo="SETUP key process_control _file/wait/run_date

Description

Setup key The key used to read the run time configuration file.
See “Run Time Configuration File” on page 30.

process_ control _file The file to which control messages are written.

wai t Not used .

run_date Used to force a run date.

NOTES:

The crcpunp4.bin file is a no event program that is used internally to build a report for
testing purposes. It is also used for auditing batch jobs in the Batch Inquiry environment.
See the “Manual Batch Credit Inquiry Guide” and “Automated Batch Credit Inquiry Guide”.

Messages are read from the process_control_ file only at startup, when there is a time

out on a read, and after every inquiry. The process_ control_ file is used mainly to stop
the process by posting a STOP message.
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Step 2 -

Parse the Inquiry (CPUCPU2.xlib)

After the inquiry has been verified to make sure that it is in a valid format, it is
forwarded to the CPUCPU2.xlib library.

The CPCCPU2.xlib library is responsible for parsing the credit inquiry and creating the
actual credit report. The following tasks are performed:

Determines the format that will be used to create the credit report—ARPT,
Release4, Old Hamilton formats. Custom reports are also created for Royal
Bank Deposits and Bank of Montreal. See “Appendix A—Modules, Databases,
Libraries, Files and Report Used.”

Checks the format syntax to make sure that is the proper length and if the
parameters and counters are correct.

Checks the member code and password to make sure that the customer has
permission to request the credit information.

Standardizes the credit inquiry for use by the search function. The search
function has a definable format that it uses when searching the database, e.g.
SIN Number, Last Name, First Name, Address, Account Number, Telephone
number, etc.

Step 3 — Execute the Search (ff2.xlib)

05/13/2001

Once the credit inquiry has been parsed and formatted for the search, it is then passed
to the ff2.xlib library to execute the search for the applicable consumer file number.

The ff2.xlib library is responsible for conducting all searches on the database—both
individual credit report inquiries and batch inquiries.

The search will normally return the following two lists:

database IDs
The file number (s) that match the credit report inquiry.

Ideally, only one file number that matches the credit inquiry requested should be
returned. However, due to file fragmentation, anywhere between one and 10 file
numbers that match the inquiry may be returned. If more than one file number is
returned, the search program will consider the first file number the primary match.

The applicable database ID and file number will then be returned to the
CPUCPU2.xlib library to create the Credit Report. See “Creating the Credit Report” on
the following page.
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Step 4 - Create the Credit Report (CPUCPU2.xlib)

After the search is completed, and the file number matching the inquiry is found, the
next step is to create the Credit Report in the CPUCPU2.xlib library. Before the Credit
Report is built, the following additional libraries will be checked:

Hawk (Fraud.xlib): The Hawk module is used to check for fraud
information. See the “Hawk Module Guide”.

Retro-Hawk: Returns Hawk Hit codes to members. These codes are
returned when misused data elements are added to the Hawk database after
they have made their inquiry. See the “Retro-Hawk Module Guide”

Score3.xlib: A library that supports up to 15 custom scoring models, e.g.
bankruptcy prediction, chances of profitability, etc. See the “Score Module
Guide”.

CPCAddr.xlib: Used to clean, fix and verify address information. The
CPCData.databtch file contains a list of postal codes provided by Canada Post
and is rebuilt and updated on a monthly basis. See “CPCAddr.xlib
Description” on page 35.

Utility2.xlib: Contains a variety of utility files used on an as needed basis.

Trans Alert: A utility file that compares the inquiry information received from
the customer to the inquiry information in the CPUCPU2 xlib library. If there
are discrepancies, a Trans Alert message will be returned to the member. See
“Trans Alert Module”on page 20.

Step 5 - Send the Credit Report to the Customer

Once the Credit Report has been created it is forwarded to the customer through the
online system. The inquiry is then posted to the following:

Accounting module for billing purposes.

Enrichment file. See “Posting the Enrichment Record” on the following page.
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Step 6 - Post the Enrichment Record (CRCPUO004.bin)

When a Credit Report is requested for a consumer, the information provided in the
inquiry application, such as address, SIN, date of birth, names and employment data is
used to update or enrich the database.

Below are the steps involved in posting an inquiry to enrichment.
1. The crcpu004.bin module posts the enrichment record to the enrich.database file.

2. The cpuenrich.bin module receives the enrichment record from enrich.database along
with the base list from crsacnsm.datadefn.

The module will determine whether a hit has been made. If it is a hit, the hit will
add the actual credit report inquiry record to the inquiries data set (consumers file).
The module will then do the following:

i.  Write the enrichment data (e.g. employment, other names) to the appropriate
data sets in WKDATA database. See “Appendix A — Modules, Databases,
Libraries, Files and Report Used .”

ii.  Write a log to the cpuelog.database (flat file).

3. The crrapr40.bin module will then transfer the enrichment data from the WKDATA
database to the appropriate CRDATA database.

NOTE: Although the crrapr40.bin does not handle the OTHER-NAMES set, data is written
to this set by cpuenrich.bin if necessary. The inquiry record also includes the loan type
and loan amount fields from the ARPT inquiry.
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